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MILLENNIUM DIGITAL COMMERCE 

ACT 

Mr. LOTT. Mr. President, I ask the 
Chair lay before the Senate a message 
from the House of Representatives on 
the bill (S. 761) to regulate interstate 
commerce by electronic means by per-
mitting and encouraging the continued 
expansion of electronic commerce 
through the operation of free market 
forces, and other purposes, 

The PRESIDING OFFICER laid be-
fore the Senate the following message 
from the House of Representatives: 

Resolved, That the bill from the Senate (S. 
761) entitled ‘‘An Act to regulate interstate 
commerce by electronic means by permit-
ting and encouraging the continued expan-
sion of electronic commerce through the op-
eration of free market forces, and other pur-
poses’’, do pass with the following amend-
ments: 

Strike out all after the enacting clause and 
insert: 
SECTION 1. SHORT TITLE. 

This Act may be cited as the ‘‘Electronic Sig-
natures in Global and National Commerce Act’’. 

TITLE I—VALIDITY OF ELECTRONIC 
RECORDS AND SIGNATURES FOR COM-
MERCE 

SEC. 101. GENERAL RULE OF VALIDITY. 
(a) GENERAL RULE.—With respect to any con-

tract, agreement, or record entered into or pro-
vided in, or affecting, interstate or foreign com-
merce, notwithstanding any statute, regulation, 
or other rule of law, the legal effect, validity, or 
enforceability of such contract, agreement, or 
record shall not be denied— 

(1) on the ground that the contract, agree-
ment, or record is not in writing if the contract, 
agreement, or record is an electronic record; or 

(2) on the ground that the contract, agree-
ment, or record is not signed or is not affirmed 
by a signature if the contract, agreement, or 
record is signed or affirmed by an electronic sig-
nature. 

(b) AUTONOMY OF PARTIES IN COMMERCE.— 
(1) IN GENERAL.—With respect to any contract, 

agreement, or record entered into or provided in, 
or affecting, interstate or foreign commerce— 

(A) the parties to such contract, agreement, or 
record may establish procedures or requirements 
regarding the use and acceptance of electronic 
records and electronic signatures acceptable to 
such parties; 

(B) the legal effect, validity, or enforceability 
of such contract, agreement, or record shall not 
be denied because of the type or method of elec-
tronic record or electronic signature selected by 
the parties in establishing such procedures or 
requirements; and 

(C) nothing in this section requires any party 
to use or accept electronic records or electronic 
signatures. 

(2) CONSENT TO ELECTRONIC RECORDS.—Not-
withstanding subsection (a) and paragraph (1) 
of this subsection— 

(A) if a statute, regulation, or other rule of 
law requires that a record be provided or made 
available to a consumer in writing, that require-
ment shall be satisfied by an electronic record 
if— 

(i) the consumer has affirmatively consented, 
by means of a consent that is conspicuous and 
visually separate from other terms, to the provi-
sion or availability (whichever is required) of 
such record (or identified groups of records that 
include such record) as an electronic record, 
and has not withdrawn such consent; 

(ii) prior to consenting, the consumer is pro-
vided with a statement of the hardware and 

software requirements for access to and reten-
tion of electronic records; and 

(iii) the consumer affirmatively acknowledges, 
by means of an acknowledgement that is con-
spicuous and visually separate from other terms, 
that— 

(I) the consumer has an obligation to notify 
the provider of electronic records of any change 
in the consumer’s electronic mail address or 
other location to which the electronic records 
may be provided; and 

(II) if the consumer withdraws consent, the 
consumer has the obligation to notify the pro-
vider to notify the provider of electronic records 
of the electronic mail address or other location 
to which the records may be provided; and 

(B) the record is capable of review, retention, 
and printing by the recipient if accessed using 
the hardware and software specified in the 
statement under subparagraph (A)(ii) at the 
time of the consumer’s consent; and 

(C) if such statute, regulation, or other rule of 
law requires that a record be retained, that re-
quirement shall be satisfied if such record com-
plies with the requirements of subparagraphs 
(A) and (B) of subsection (c)(1). 

(c) RETENTION OF CONTRACTS, AGREEMENTS, 
AND RECORDS.— 

(1) ACCURACY AND ACCESSIBILITY.—If a stat-
ute, regulation, or other rule of law requires 
that a contract, agreement, or record be in writ-
ing or be retained, that requirement is met by re-
taining an electronic record of the information 
in the contract, agreement, or record that— 

(A) accurately reflects the information set 
forth in the contract, agreement, or record after 
it was first generated in its final form as an 
electronic record; and 

(B) remains accessible, for the period required 
by such statute, regulation, or rule of law, for 
later reference, transmission, and printing. 

(2) EXCEPTION.—A requirement to retain a 
contract, agreement, or record in accordance 
with paragraph (1) does not apply to any infor-
mation whose sole purpose is to enable the con-
tract, agreement, or record to be sent, commu-
nicated, or received. 

(3) ORIGINALS.—If a statute, regulation, or 
other rule of law requires a contract, agreement, 
or record to be provided, available, or retained 
in its original form, or provides consequences if 
the contract, agreement, or record is not pro-
vided, available, or retained in its original form, 
that statute, regulation, or rule of law is satis-
fied by an electronic record that complies with 
paragraph (1). 

(4) CHECKS.—If a statute, regulation, or other 
rule of law requires the retention of a check, 
that requirement is satisfied by retention of an 
electronic record of all the information on the 
front and back of the check in accordance with 
paragraph (1). 

(d) ABILITY TO CONTEST SIGNATURES AND 
CHARGES.—Nothing in this section shall be con-
strued to limit or otherwise affect the rights of 
any person to assert that an electronic signature 
is a forgery, is used without authority, or other-
wise is invalid for reasons that would invalidate 
the effect of a signature in written form. The 
use or acceptance of an electronic record or elec-
tronic signature by a consumer shall not con-
stitute a waiver of any substantive protections 
afforded consumers under the Consumer Credit 
Protection Act. 

(e) SCOPE.—This Act is intended to clarify the 
legal status of electronic records and electronic 
signatures in the context of writing and signing 
requirements imposed by law. Nothing in this 
Act affects the content or timing of any disclo-
sure required to be provided to any consumer 
under any statute, regulation, or other rule of 
law. 
SEC. 102. AUTHORITY TO ALTER OR SUPERSEDE 

GENERAL RULE. 
(a) PROCEDURE TO ALTER OR SUPERSEDE.— 

Except as provided in subsection (b), a State 

statute, regulation, or other rule of law may 
modify, limit, or supersede the provisions of sec-
tion 101 if such statute, regulation, or rule of 
law— 

(1)(A) constitutes an enactment or adoption of 
the Uniform Electronic Transactions Act as re-
ported to the State legislatures by the National 
Conference of Commissioners on Uniform State 
Laws; or 

(B) specifies the alternative procedures or re-
quirements for the use or acceptance (or both) of 
electronic records or electronic signatures to es-
tablish the legal effect, validity, or enforce-
ability of contracts, agreements, or records; and 

(2) if enacted or adopted after the date of the 
enactment of this Act, makes specific reference 
to this Act. 

(b) LIMITATIONS ON ALTERATION OR SUPERSES-
SION.—A State statute, regulation, or other rule 
of law (including an insurance statute, regula-
tion, or other rule of law), regardless of its date 
of the enactment or adoption, that modifies, lim-
its, or supersedes section 101 shall not be effec-
tive to the extent that such statute, regulation, 
or rule— 

(1) discriminates in favor of or against a spe-
cific technology, process, or technique of cre-
ating, storing, generating, receiving, commu-
nicating, or authenticating electronic records or 
electronic signatures; 

(2) discriminates in favor of or against a spe-
cific type or size of entity engaged in the busi-
ness of facilitating the use of electronic records 
or electronic signatures; 

(3) is based on procedures or requirements 
that are not specific or that are not publicly 
available; or 

(4) is otherwise inconsistent with the provi-
sions of this title. 

(c) EXCEPTION.—Notwithstanding subsection 
(b), a State may, by statute, regulation, or rule 
of law enacted or adopted after the date of the 
enactment of this Act, require specific notices to 
be provided or made available in writing if such 
notices are necessary for the protection of the 
public health or safety of consumers. A con-
sumer may not, pursuant to section 101(b)(2), 
consent to the provision or availability of such 
notice solely as an electronic record. 
SEC. 103. SPECIFIC EXCLUSIONS. 

(a) EXCEPTED REQUIREMENTS.—The provisions 
of section 101 shall not apply to a contract, 
agreement, or record to the extent it is governed 
by— 

(1) a statute, regulation, or other rule of law 
governing the creation and execution of wills, 
codicils, or testamentary trusts; 

(2) a statute, regulation, or other rule of law 
governing adoption, divorce, or other matters of 
family law; 

(3) the Uniform Commercial Code, as in effect 
in any State, other than sections 1-107 and 1-206 
and Articles 2 and 2A; 

(4) any requirement by a Federal regulatory 
agency or self-regulatory organization that 
records be filed or maintained in a specified 
standard or standards (including a specified for-
mat or formats), except that nothing in this 
paragraph relieves any Federal regulatory agen-
cy of its obligations under the Government Pa-
perwork Elimination Act (title XVII of Public 
Law 105–277); 

(5) the Uniform Anatomical Gift Act; or 
(6) the Uniform Health-Care Decisions Act. 
(b) ADDITIONAL EXCEPTIONS.—The provisions 

of section 101 shall not apply to— 
(1) any contract, agreement, or record entered 

into between a party and a State agency if the 
State agency is not acting as a market partici-
pant in or affecting interstate commerce; 

(2) court orders or notices, or official court 
documents (including briefs, pleadings, and 
other writings) required to be executed in con-
nection with court proceedings; or 
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(3) any notice concerning— 
(A) the cancellation or termination of utility 

services (including water, heat, and power); 
(B) default, acceleration, repossession, fore-

closure, or eviction, or the right to cure, under 
a credit agreement secured by, or a rental agree-
ment for, a primary residence of an individual; 
or 

(C) the cancellation or termination of health 
insurance or benefits or life insurance benefits 
(excluding annuities). 
SEC. 104. STUDY. 

(a) FOLLOWUP STUDY.—Within 5 years after 
the date of the enactment of this Act, the Sec-
retary of Commerce, acting through the Assist-
ant Secretary for Communications and Informa-
tion, shall conduct an inquiry regarding any 
State statutes, regulations, or other rules of law 
enacted or adopted after such date of the enact-
ment pursuant to section 102(a), and the extent 
to which such statutes, regulations, and rules 
comply with section 102(b). 

(b) REPORT.—The Secretary shall submit a re-
port to the Congress regarding the results of 
such inquiry by the conclusion of such 5-year 
period. 

(c) ADDITIONAL STUDY OF DELIVERY.—Within 
18 months after the date of the enactment of this 
Act, the Secretary of Commerce shall conduct an 
inquiry regarding the effectiveness of the deliv-
ery of electronic records to consumers using 
electronic mail as compared with delivery of 
written records via the United States Postal 
Service and private express mail services. The 
Secretary shall submit a report to the Congress 
regarding the results of such inquiry by the con-
clusion of such 18-month period. 
SEC. 105. DEFINITIONS. 

For purposes of this title: 
(1) ELECTRONIC RECORD.—The term ‘‘elec-

tronic record’’ means a writing, document, or 
other record created, stored, generated, received, 
or communicated by electronic means. 

(2) ELECTRONIC SIGNATURE.—The term ‘‘elec-
tronic signature’’ means information or data in 
electronic form, attached to or logically associ-
ated with an electronic record, and executed or 
adopted by a person or an electronic agent of a 
person, with the intent to sign a contract, agree-
ment, or record. 

(3) ELECTRONIC.—The term ‘‘electronic’’ 
means of or relating to technology having elec-
trical, digital, magnetic, optical, electro-
magnetic, or similar capabilities regardless of 
medium. 

(4) ELECTRONIC AGENT.—The term ‘‘electronic 
agent’’ means a computer program or an elec-
tronic or other automated means used independ-
ently to initiate an action or respond to elec-
tronic records in whole or in part without re-
view by an individual at the time of the action 
or response. 

(5) RECORD.—The term ‘‘record’’ means infor-
mation that is inscribed on a tangible medium or 
that is stored in an electronic or other medium 
and is retrievable in perceivable form. 

(6) FEDERAL REGULATORY AGENCY.—The term 
‘‘Federal regulatory agency’’ means an agency, 
as that term is defined in section 552(f) of title 
5, United States Code, that is authorized by 
Federal law to impose requirements by rule, reg-
ulation, order, or other legal instrument. 

(7) SELF-REGULATORY ORGANIZATION.—The 
term ‘‘self-regulatory organization’’ means an 
organization or entity that is not a Federal reg-
ulatory agency or a State, but that is under the 
supervision of a Federal regulatory agency and 
is authorized under Federal law to adopt and 
administer rules applicable to its members that 
are enforced by such organization or entity, by 
a Federal regulatory agency, or by another self- 
regulatory organization. 

TITLE II—DEVELOPMENT AND ADOPTION 
OF ELECTRONIC SIGNATURE PRODUCTS 
AND SERVICES 

SEC. 201. TREATMENT OF ELECTRONIC SIGNA-
TURES IN INTERSTATE AND FOR-
EIGN COMMERCE. 

(a) INQUIRY REGARDING IMPEDIMENTS TO COM-
MERCE.— 

(1) INQUIRIES REQUIRED.—Within 180 days 
after the date of the enactment of this Act, and 
biennially thereafter, the Secretary of Com-
merce, acting through the Assistant Secretary 
for Communications and Information, shall 
complete an inquiry to— 

(A) identify any domestic and foreign impedi-
ments to commerce in electronic signature prod-
ucts and services and the manners in which and 
extent to which such impediments inhibit the de-
velopment of interstate and foreign commerce; 

(B) identify constraints imposed by foreign 
nations or international organizations that con-
stitute barriers to providers of electronic signa-
ture products or services; and 

(C) identify the degree to which other nations 
and international organizations are complying 
with the principles in subsection (b)(2). 

(2) SUBMISSION.—The Secretary shall submit a 
report to the Congress regarding the results of 
each such inquiry within 90 days after the con-
clusion of such inquiry. Such report shall in-
clude a description of the actions taken by the 
Secretary pursuant to subsection (b) of this sec-
tion. 

(b) PROMOTION OF ELECTRONIC SIGNATURES.— 
(1) REQUIRED ACTIONS.—The Secretary of 

Commerce, acting through the Assistant Sec-
retary for Communications and Information, 
shall promote the acceptance and use, on an 
international basis, of electronic signatures in 
accordance with the principles specified in 
paragraph (2) and in a manner consistent with 
section 101 of this Act. The Secretary of Com-
merce shall take all actions necessary in a man-
ner consistent with such principles to eliminate 
or reduce, to the maximum extent possible, the 
impediments to commerce in electronic signa-
tures, including those identified in the inquiries 
under subsection (a) for the purpose of facili-
tating the development of interstate and foreign 
commerce. 

(2) PRINCIPLES.—The principles specified in 
this paragraph are the following: 

(A) Free markets and self-regulation, rather 
than Government standard-setting or rules, 
should govern the development and use of elec-
tronic records and electronic signatures. 

(B) Neutrality and nondiscrimination should 
be observed among providers of and technologies 
for electronic records and electronic signatures. 

(C) Parties to a transaction should be per-
mitted to establish requirements regarding the 
use of electronic records and electronic signa-
tures acceptable to such parties. 

(D) Parties to a transaction— 
(i) should be permitted to determine the appro-

priate authentication technologies and imple-
mentation models for their transactions, with 
assurance that those technologies and imple-
mentation models will be recognized and en-
forced; and 

(ii) should have the opportunity to prove in 
court or other proceedings that their authen-
tication approaches and their transactions are 
valid. 

(E) Electronic records and electronic signa-
tures in a form acceptable to the parties should 
not be denied legal effect, validity, or enforce-
ability on the ground that they are not in writ-
ing. 

(F) De jure or de facto imposition of standards 
on private industry through foreign adoption of 
regulations or policies with respect to electronic 
records and electronic signatures should be 
avoided. 

(G) Paper-based obstacles to electronic trans-
actions should be removed. 

(c) CONSULTATION.—In conducting the activi-
ties required by this section, the Secretary shall 
consult with users and providers of electronic 
signature products and services and other inter-
ested persons. 

(d) PRIVACY.—Nothing in this section shall be 
construed to require the Secretary or the Assist-
ant Secretary to take any action that would ad-
versely affect the privacy of consumers. 

(e) DEFINITIONS.—As used in this section, the 
terms ‘‘electronic record’’ and ‘‘electronic signa-
ture’’ have the meanings provided in section 104 
of the Electronic Signatures in Global and Na-
tional Commerce Act. 
TITLE III—USE OF ELECTRONIC RECORDS 

AND SIGNATURES UNDER FEDERAL SE-
CURITIES LAW 

SEC. 301. GENERAL VALIDITY OF ELECTRONIC 
RECORDS AND SIGNATURES. 

Section 3 of the Securities Exchange Act of 
1934 (15 U.S.C. 78c) is amended by adding at the 
end the following new subsection: 

‘‘(h) REFERENCES TO WRITTEN RECORDS AND 
SIGNATURES.— 

‘‘(1) GENERAL VALIDITY OF ELECTRONIC 
RECORDS AND SIGNATURES.—Except as otherwise 
provided in this subsection— 

‘‘(A) if a contract, agreement, or record (as 
defined in subsection (a)(37)) is required by the 
securities laws or any rule or regulation there-
under (including a rule or regulation of a self- 
regulatory organization), and is required by 
Federal or State statute, regulation, or other 
rule of law to be in writing, the legal effect, va-
lidity, or enforceability of such contract, agree-
ment, or record shall not be denied on the 
ground that the contract, agreement, or record 
is not in writing if the contract, agreement, or 
record is an electronic record; 

‘‘(B) if a contract, agreement, or record is re-
quired by the securities laws or any rule or reg-
ulation thereunder (including a rule or regula-
tion of a self-regulatory organization), and is 
required by Federal or State statute, regulation, 
or other rule of law to be signed, the legal effect, 
validity, or enforceability of such contract, 
agreement, or record shall not be denied on the 
ground that such contract, agreement, or record 
is not signed or is not affirmed by a signature if 
the contract, agreement, or record is signed or 
affirmed by an electronic signature; and 

‘‘(C) if a broker, dealer, transfer agent, invest-
ment adviser, or investment company enters into 
a contract or agreement with, or accepts a 
record from, a customer or other counterparty, 
such broker, dealer, transfer agent, investment 
adviser, or investment company may accept and 
rely upon an electronic signature on such con-
tract, agreement, or record, and such electronic 
signature shall not be denied legal effect, valid-
ity, or enforceability because it is an electronic 
signature. 

‘‘(2) IMPLEMENTATION.— 
‘‘(A) REGULATIONS.—The Commission may 

prescribe such regulations as may be necessary 
to carry out this subsection consistent with the 
public interest and the protection of investors. 

‘‘(B) NONDISCRIMINATION.—The regulations 
prescribed by the Commission under subpara-
graph (A) shall not— 

‘‘(i) discriminate in favor of or against a spe-
cific technology, method, or technique of cre-
ating, storing, generating, receiving, commu-
nicating, or authenticating electronic records or 
electronic signatures; or 

‘‘(ii) discriminate in favor of or against a spe-
cific type or size of entity engaged in the busi-
ness of facilitating the use of electronic records 
or electronic signatures. 

‘‘(3) EXCEPTIONS.—Notwithstanding any other 
provision of this subsection— 

‘‘(A) the Commission, an appropriate regu-
latory agency, or a self-regulatory organization 
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may require that records be filed or maintained 
in a specified standard or standards (including 
a specified format or formats) if the records are 
required to be submitted to the Commission, an 
appropriate regulatory agency, or a self-regu-
latory organization, respectively, or are required 
by the Commission, an appropriate regulatory 
agency, or a self-regulatory organization to be 
retained; and 

‘‘(B) the Commission may require that con-
tracts, agreements, or records relating to pur-
chases and sales, or establishing accounts for 
conducting purchases and sales, of penny stocks 
be manually signed, and may require such man-
ual signatures with respect to transactions in 
similar securities if the Commission determines 
that such securities are susceptible to fraud and 
that such fraud would be deterred or prevented 
by requiring manual signatures. 

‘‘(4) RELATION TO OTHER LAW.—The provisions 
of this subsection apply in lieu of the provisions 
of title I of the Electronic Signatures in Global 
and National Commerce Act to a contract, 
agreement, or record (as defined in subsection 
(a)(37)) that is required by the securities laws. 

‘‘(5) SAVINGS PROVISION.—Nothing in this sub-
section applies to any rule or regulation under 
the securities laws (including a rule or regula-
tion of a self-regulatory organization) that is in 
effect on the date of the enactment of the Elec-
tronic Signatures in Global and National Com-
merce Act and that requires a contract, agree-
ment, or record to be in writing, to be submitted 
or retained in original form, or to be in a speci-
fied standard or standards (including a speci-
fied format or formats). 

‘‘(6) DEFINITIONS.—As used in this subsection: 
‘‘(A) ELECTRONIC RECORD.—The term ‘elec-

tronic record’ means a writing, document, or 
other record created, stored, generated, received, 
or communicated by electronic means. 

‘‘(B) ELECTRONIC SIGNATURE.—The term ‘‘elec-
tronic signature’’ means information or data in 
electronic form, attached to or logically associ-
ated with an electronic record, and executed or 
adopted by a person or an electronic agent of a 
person, with the intent to sign a contract, agree-
ment, or record. 

‘‘(C) ELECTRONIC.—The term ‘electronic’ 
means of or relating to technology having elec-
trical, digital, magnetic, optical, electro-
magnetic, or similar capabilities regardless of 
medium.’’. 

Amend the title so as to read ‘‘An Act to 
facilitate the use of electronic records and 
signatures in interstate or foreign com-
merce.’’. 

Mr. LOTT. Mr. President, I ask unan-
imous consent the Senate disagree to 
the amendments of the House, agree to 
the request for a conference with the 
House, and the Chair be authorized to 
appoint conferees on the part of the 
Senate. 

The PRESIDING OFFICER. Without 
objection, it is so ordered. 

The Presiding Officer (Mr. L. CHAFEE) 
appointed, from the Committee on 
Commerce, Science, and Transpor-
tation, Senators JOHN MCCAIN, CONRAD 
BURNS, TED STEVENS, SLADE GORTON, 
KAY BAILEY HUTCHISON, SPENCER ABRA-
HAM, ERNEST F. HOLLINGS, DANIEL K. 
INOUYE, JOHN D. ROCKEFELLER, IV, 
JOHN F. KERRY, and RON WYDEN; 

From the Committee on Banking, 
Housing, and Urban Affairs for items 
within their jurisdiction, Senators 
PHIL GRAMM, ROBERT F. BENNETT, and 
PAUL S. SARBANES; 

From the Committee on the Judici-
ary for items within their jurisdiction, 

Senators ORRIN G. HATCH, STROM THUR-
MOND, and PATRICK J. LEAHY conferees 
on the part of the Senate. 

f 

DIGITAL SIGNATURE LEGISLATION 

Mr. HOLLINGS. Mr. President, I ask 
unanimous consent that the following 
letter, signed by 45 members of the 
Democratic Caucus, be printed in the 
RECORD. Moreover, I would like to 
thank my colleagues, Senator SAR-
BANES, ranking member of the Banking 
Committee, and Senator LEAHY, rank-
ing member of the Judiciary Com-
mittee, for their assistance in the prep-
aration for the conference on S. 761, 
the digital signature bill. 

There being no objection, the mate-
rial was ordered to be printed in the 
RECORD, as follows: 

U.S. SENATE, 
Washington, DC, March 28, 2000. 

Members of the Conference Committee on 
Electronic Signature Legislation United 
States Congress. 
DEAR CONFEREE: We are writing to express 

our strong support for legislation that will 
ensure the electronic marketplace functions 
effectively for both businesses and con-
sumers. We all supported S. 761, the ‘‘Millen-
nium Digital Commerce Act,’’ as it passed 
the Senate on November 19, 1999. As that bill 
proceeds to conference, we continue to be-
lieve that it is important to remove unin-
tended barriers to electronic commerce. We 
must provide certainty regarding the legal-
ity of electronic transactions which spur 
economic growth and provide many benefits 
to consumers. 

We also want to ensure that any new law 
would provide consumer protections equiva-
lent to those currently required for paper 
transactions, and would not facilitate preda-
tory or unlawful practices. The electronic 
world should be no less safe for American 
consumers than the paper world. 

According to a recent Commerce Depart-
ment report entitled Falling Through the Net, 
more than 70 percent of American house-
holds do not have access to the Internet. In 
enacting legislation to facilitate electronic 
commerce, we must ensure that we do not 
widen the ‘‘digital divide,’’ to the disadvan-
tage of the majority of Americans. 

We must ensure that consumer protections 
established over several decades are not in-
advertently made ineffective by the transi-
tion to electronic transactions. We believe 
that the legislation produced by your con-
ference committee must incorporate the fol-
lowing principles in order for us to support 
it: 

Ensure effective consumer consent to the 
replacement of paper notices with electronic 
notices. 

Ensure that electronic records are accu-
rate, and relevant parties can retain and ac-
cess them. 

Enhance legal certainty for electronic sig-
natures and records and avoid unnecessary 
litigation by authorizing regulators to pro-
vide interpretive guidance. 

Avoid unintended consequences in areas 
outside the scope of the bill by providing 
clear federal regulatory authority for 
records not covered by the bill’s ‘‘consumer’’ 
provisions. 

Avoid facilitating predatory or unlawful 
practices. 

Attached is a more detailed description of 
these principles. 

The conference committee has the oppor-
tunity to write the ground rules for the tran-
sition of our economy from paper-based 
transactions to electronic transactions. This 
transition offers great potential benefits for 
both business and consumers, but must be 
done in a way that preserves basic consumer 
protections and ensures the confidentiality 
and security of such transactions. 

Sincerely, 
Patrick Leahy, Paul Sarbanes, Tom 

Daschle, Chris Dodd, Max Cleland, 
John Edwards, Harry Reid, Daniel K. 
Akaka, Ernest F. Hollings, Ron Wyden, 
John F. Kerry, Tom Harkin, Charles E. 
Schumer, Frank R. Lautenberg, Bar-
bara A. Mikulski, Joseph R. Biden, Jr., 
Jay Rockefeller, J. Robert Kerrey, 
Richard J. Durbin, Barbara Boxer, Carl 
Levin, John B. Breaux, Daniel K. 
Inouye, Mary L. Landrieu, Max Bau-
cus, Richard H. Bryan, Bob Graham, 
Jack Reed, Tim Johnson, Evan Bayh, 
Joseph I. Lieberman, Jeff Bingaman, 
Russell D. Feingold, Dianne Feinstein, 
Chuck Robb, Byron L. Dorgan, Paul 
Wellstone, Patty Murray, Daniel Pat-
rick Moynihan, Ted Kennedy, Herb 
Kohl, Robert Torricelli, Blanche L. 
Lincoln, Kent Conrad, Robert C. Byrd. 

BASIC CONSUMER PROTECTION PRINCIPLES FOR 
ELECTRONIC SIGNATURE LEGISLATION 

1. Ensure Effective Consumer Consent to 
the Replacement of Paper Notices with Elec-
tronic Notices. 

The final bill must include effective con-
sumer consent provisions that provide the 
following protections: 

Consumer consent must involve a dem-
onstration that a consumer will actually 
have the capacity to receive and read elec-
tronic notices. 

Consumers must be notified of their rights, 
including any right to receive notices on 
paper, a description of the types of records 
covered, and their right to revert to paper 
records (or clear explanation that the option 
will not be available because of the purely 
on-line nature of the business). 

Consumer consent must be reconfirmed if a 
change in technology by business results in a 
material risk that a consumer will be unable 
to receive electronic records. 

Consumers must be ensured that electronic 
delivery of notices will have substantially 
equivalent reliability as paper delivery. 

Consumer privacy must be protected by re-
quiring that the provider of the electronic 
record shall take reasonable steps to ensure 
confidentiality and security. 

2. Ensure that Electronic Records are Ac-
curate, and That Relevant Parties Can Ac-
cess and Retain Them. 

The legislation must require that, in order 
to meet record delivery and retention re-
quirements under existing consumer protec-
tion laws, businesses must take reasonable 
precautions to preserve the accuracy and in-
tegrity of electronic records. In addition, all 
parties entitled to a copy of a notice or dis-
closure by law or regulation should be able 
to access and retain an accurate copy of that 
record for later reference and settlement of 
disputes. 

3. Enhance Legal Certainty for Electronic 
Signatures and Records. 

The legislation must provide clear inter-
pretive authority to the regulatory agencies 
responsible for implementing the statutes 
modified by the legislation. Failure to pro-
vide such authority will create significant 
business uncertainty about the requirements 
for compliance with the law, which in turn 
might lead to litigation. Agencies may also 
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